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Abstract

Due to the development of the Internet of Things (IoT) in the medical field, special medical
equipment such as CT and MRI, which are used in medical institutions, can be used for digital
healthcare services by medical staff using VR. However, the integrity and confidentiality of
multimedia health care information handled through special medical equipment using VR is
still one of the major issues that cause many problems in the application sector of medical
services. This paper proposes a steganography-based digital healthcare model to ensure the
integrity of user multimedia image information processed through special medical equipment
using VR. The proposed model aims to prevent illegal use by the medical team through VR of
multimedia image information collected through special medical equipment without the
consent of the user. The proposed model uses the user’s signature and credentials in a hybrid
cipher for multimedia health care information. The proposed model has features that ensure the
integrity and confidentiality of the user’s medical image information without disturbing the
user’s multimedia image quality filmed through special medical equipment. In addition,
multimedia medical information viewed through VR is not exploited without the consent of
users because the user’s signature information was encrypted using steganography-based
cryptography-based ciphering techniques. In particular, the proposed model provides real-
time guidance related to users’ health conditions and first-aid care in connection with the
hospital health service to improve the management of medical image information for users in
hospitals. As a result of the performance evaluation, the proposed model averaged 12.5%
improvement in the management of the user’s medical image information compared to the
existing technique, and the user’s accuracy in extracting medical image information was
averaged 10.4% higher than that of the existing technique.
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1 Introduction

3With the recent advances in medical services and aging of the population becoming a major
social issue, interest in elderly couples and single elderly households due to nuclear
familyization has been growing [17]. While health care coverage for older people in the
socially disadvantaged is not adequately responding to the timescale, the rate of medical
burden at medical institutions is very difficult for the socially weak to bear. However, elderly
couples and single elderly households who visit hospitals through medical insurance supported
by the National Health Service are free to support expensive medical service equipment (CT,
MRI etc.) provided by the medical institution [7].

Modern medical service equipment used in hospitals is widely used for medical surgery and
medical education. Modern medical service equipment requires more sophisticated technologies
to provide higher resolution and lower residual effects for equipment such as VR(Virtual Reality)
[15]. To provide quality medical services to users, medical institutions are making various efforts
to raise the quality of their medical image information by applying VR and AR(Augmented
Reality) to CT(Computerized Tomographic) and MRI(magnetic resonance imaging).

The medical image information of a user whose medical staff is captured using VR and AR
is stored in the personal information processing system or transmitted over the network.
However, medical image information captured through special medical equipment is highly
sensitive privacy information and should be managed so that information entered through VR
and AR is not inconsistent [11, 12].

This paper proposes a digital medical image service management model that can efficiently
manage medical image information of a user who is photographed by applying VR and AR to
special medical equipment such as CT and MRI.

The purpose of the proposed model is to ensure the safe delivery of health care services to
patients by reflecting the collected image information that is collected by the clinical workforce
through hierarchical collection of patient demographics, patient status, and emergency care
based on the AHP (Analytic Hierarchy Process). The proposed model used a paired contrast
matrix to compensate for the ambiguity among information collected through medical equip-
ment, and a steganography technique was used to reflect security image information collected
in addition to the unique image information stored on the hospital server.

The proposed model has the following features: First, it ensures integrity of encryption and
decryption for data confidentiality. Second, the medical imaging system ensures certification
without disturbing the quality of medical images captured through special medical equipment.
Third, steganography techniques are used to safely communicate medical image information.

Because the proposed model uses the user’s signature and credentials in a hybrid cryptog-
raphy for multimedia medical care information, it has features that ensure user integrity and
confidentiality without disturbing the user’s medical image quality captured through special
medical equipment. In addition, medical image information viewed through VR is not
exploited without consent because the user’s signature information was encrypted using
steganography-based encryption techniques. The proposed model provides the integrity of
medical image information by maintaining synchronization at regular intervals between
original medical image information and encrypted medical image information using anony-
mous keys to prevent exposing multimedia medical image information to third parties. The
composition of this paper is as follows. Chapter 2 discusses medical information and existing
research in virtual and augmented reality. Chapter 3 proposes a management model for
steganography-based medical imaging information that improves the safety of medical
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imaging information, while Chapter 4 carries out comparative evaluations of the proposed
model and the existing model, and finally concludes in Chapter 5.

2 VR/AR and medical information

Health care information refers to data collected and analyzed to determine the need for medical
provision. The medical information covers information about the health status of users collected
throughout the course of medical activities, including diagnosis, treatment behavior, post-
treatment observation, etc. Because health care information is highly sensitive privacy informa-
tion, it must be fully confidential and responsive to the institution’s unique and rapid processing
needs. Personal information that should be treated by a medical institution is classified largely as
the user’s personal information and the employee’s personal information within the institution. In
particular, personal information from medical institutions is collected in large numbers of users’
personal information and sensitive information during the course of care application, care
process, and prescribing process. Key personal information (identifiable information, bio infor-
mation, etc.) of users should be stored in the personal information processing system or
transmitted over the network through secure protection measures such as encryption.

2.1 Current status of use of virtual reality in medical field

Applying virtual reality technology in the medical field requires verification of side effects as
well as following ethical guidelines in clinical research. If clinical application is required
during medical services, various countermeasures according to legal regulations should be
implemented proactively. Table 1 is a study of the cases of applying virtual reality in health
care so far in the medical field.

2.2 Previous works

Healthcare services are in the body to detect information or using information collected using all
kinds of smart devices for use in health care services that can mean [2]. Recently, healthcare
services have been used with IT technologies such as mobile devices to provide healthcare and
disease prevention services to hospitals and medical staff located remotely [8, 20]. Health care
services are subject to physical and time constraints and cannot provide health care urgently. E-
care services are providing additional services that are better than those offered by existing health
care services. m-healthcare provides security services that were not provided by healthcare [14,
18]. However, the security issues associated with user privacy still have issues to be addressed.

J. G. KO et al. analyzed information related to physical, behavioral, physiological, and
cognitive data in relation to medical WSN [9]. In particular, the data used in most applications
and projects used in hospitals is free for everyone to receive health-related information. S. C.
Rathi et al. proposed a medical imaging method that incorporates watermarking techniques
and systems used in hospitals to support the privacy of imaging medical information used in
hospitals [13]. However, this method has security issues related to the transfer of medical data,
which can be used immediately in hospital health care systems.

G. Virone et al. proposed a framework in which patients can receive medical assistance in a
variety of ways, such as doctor availability, medical conditions, and hospitals, for patients in
remote areas where medical services are not provided [16].
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Table 1 Case study of applying virtual reality in healthcare field

Field Application Example
Medical training and | It is used to use virtual reality for 3D
simulation structure without directly dissecting the
body during anatomy training

- External surgery exercise using
virtual/enhanced reality technology

Use Haptic Technology for Dental
Education

- Apply virtual reality to the training of |!
dentists

Introduction of 'Virtual Reality Education
System' Hospital

- Introduction of virtual reality education is
the first in the field of surgery, which is
highly restricted in field education.
Operation a back-operative hologram lens

- Surgery is performed by searching the
exact location of surgery located inside the
patient's body.

Remote surgery

- Using Haptics technology, surgery can be
performed on patients at a distance.

- Breaks down barriers between countries

Patient care Patient Care Using VR
- Phobias script (Mental Health
Department)

- Applied to rehabilitation program

Al Ameen et al. classified the risk categories associated with WSN’s security and privacy
issues for medical applications [1]. This paper covers issues related to security and privatiza-
tion issues and legal, political, psychological, and economic health data. However, in order to
safely process medical data in hospitals, algorithms related to encryption, authentication, and
key management of medical data must be implemented [10, 19].

The Fan, R. He. technique proposed a user authentication technique that would make the
wireless sensor network a two-tier authentication system that would make it resistant to DoS
[3]. The technique was to perform the authentication through the user’s unique identification to
safely handle health care-related authentication information from DoS attacks. However, this
technique performs validation and authentication on the server side at the request for user
registration, but still has problems that are vulnerable to a variety of security attacks.

N. Gonzalez et al. proposed a model in which parameters can be accessed with ID and
random values to protect medical data [5]. In addition, other models similar to this model allow
users to use medical data through identification and control of access to patient-related medical
data [4].

D.-Z. Sun et al. The technique proposed a technique to validate users who need to access
medical data so that it can be shared by everyone [6]. However, this technique has a problem
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with poor mutual authentication due to constraints related to memory, energy, and processing
power in order for users to access.

3 Staganography-based user information management techniques that
enhance the safety of medical image information

3.1 Overview

With the development of IT and Internet technologies, medical equipment used by medical
institutions is also being introduced, such as VR. Additional up-to-date equipment such as VR
is introduced to existing equipment used by medical institutions, and medical information
(such as personal information, medical information, video information, etc.) of users visiting
the medical institution is collected by a number of medical departments and stored in the
medical institution’s database. Many of the user’s medical information stored in the database is
changing from different care units to sharing it with one another to collaborate on patient care.
However, the need to protect the user’s medical information is increasing because it can be
exploited through third-party illegal or malicious actions in the process of transmitting it over
the Internet.

This paper proposes a steganography-based digital medical information service model
to ensure the integrity of the user’s medical image information using special medical
equipment such as VR. The proposed model aims to prevent illegal use by the medical
team through VR of multimedia image information collected through special medical
equipment without the consent of the user. Because the proposed model uses users’
signatures and credentials in a hybrid cryptographic manner for multimedia medical care
information, it has the features that ensure the user’s privacy and confidentiality without
disturbing the user’s multimedia image quality captured through special medical equip-
ment. In addition, medical image information viewed through VR is not exploited without
the consent of the user because the user’s signature information was encrypted using
steganography-based encryption techniques.

The proposed model aims to collect the user’s medical information (temperature, blood
pressure, heart rate, etc.) so that the doctor can efficiently process the patient/user’s disease
(heart disease, diabetes, etc.) while delivering the user’s medical image information safely.
Figure 1 shows the operational process of communicating user information to the clinical

(-i Wearable Device H Heterogeneous Network }——l Analysis and Feedback }—\
Cellular Networks T T
¢ il Managerment Server '
. ' <O :

Heart rate Sleep Check
sensarv\ Blood Wireless

Pressure A LOH
o) 0»,%

., Calories Fall
R detect

Skin temp

x Device-to-Device
4 Communication

SmartBand ! wnaN NPT N~ & | tececccccagecccccccgecactetocccococans

O WA oy @ £ Wiry/ Wireless
p 2 R et A LR LD LI I SLOLEREE LT LLEET 3
7 Totl = & %é it - i
Ny ! (Authorced s :
Y ¥ Wireless ?7 e : :
" station ! '
Smart Shoes ' :

' C poa ) (Cablet )
\ S e 0 00 0 0 5 O O A O O 50 B O S A S B - )

Fig. 1 Transmission process of multimedia information

@ Springer



16598 Multimedia Tools and Applications (2020) 79:16593-16607

The Key

o1 g v e
E e P
I, ho%
c:“o‘ e

3
6% q
PR ALY

The Key
W9 0,
e
5ot of
B9 e
L3S 6

WY o
0%acs% st
PR B AL L

User’s Secret
Medical Data

User’s Secret

Cipher Cipher
Medical Data

Data Data

Embedding Medical Extract Medical
Data using Data using 2 ! 1
Steganograph Steganograph &7

Fig. 2 Proposed scheme for securing the multimedia data transmission

workforce in the proposed model. The proposed model’s operational processes are largely
divided into three levels: wearable devices, the Heterogenous network, and the Analysis and
Feedback. The Wearable Device process is a step in collecting patient/user information
through advanced medical equipment such as VR. The Heterogenous Network process is a
step in communicating the user’s medical image information through Cellular Networks and
WLANSs. The Analysis and Feedback process is a step in which the user’s medical image
information is analyzed by authorized users or clinicians.

Figure 2 shows the cancer and recovery process for users’ medical information in the
proposed model. The proposed model in Fig. 2 ensures that the user’s medical image
information is analyzed and processed by authorized users or clinicians so that the medical
service can be delivered quickly without additional patient/user actions/behavior. In particular,
in the process of Fig. 2, medical image information is more appropriate for patients/users who
need to ensure confidentiality than for general patients.

Table 2 shows a hybrid cancer and replication algorithm using steganography combining
user medical information collected through special medical equipment such as VR. In Table 2,
users’ confidential medical information is given in binary probability information (Even
Characters and Odd Characters). The user’s secret medical information granted with binary
probability information is converted to cryptographic data with shared keys using RSA and
AES algorithms according to binary probability information. User-secured medical data
encrypted by Table 2 can be safely protected by embedding via user’s medical image
information and steganography.

Table 2 Hybrid algorithm based on steganograph

Algorithm 1 Hybrid Algorithm

Inputs: User’s Secret Medical Data, Multimedia Info.

Output: Embedding Medical Data

Begin

. Divide plain message into two parts (Odd message, Even message)
. Generate RSA Key, AES Key, Secrete Key

. EncEven =RSA(Even Characters, RSA Key)

. EncOdd = AES-128(Oven Characters, AES Key)

. Encryption Cipher Data by inserting EncEven, EncOdd, Secret Key
. Compress Cipher Data by convert to hashs

. Embedding medical data = Concatenate (Multimedia Info., Cipher Data)
nd

(oot o NET N N TC SR
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3.2 System model

The proposed model has four systems: user, storage server, special medical equipment, and
key generation centers.
e User

The user is responsible for sending the user’s personal information or data registered to the
storage server. Users access storage servers through Internet communication channels using
personal mobile devices (mobile devices, fixtures, etc.) and DMB. Users do not have the same
location to access the storage server and may be victimized by third-party malicious activity
during storage or transmission.

» Storage Server

The storage server stores both user multimedia information and user medical information
collected through special medical devices. Storage servers can provide users” medical infor-
mation in accordance with the requirements of the clinical workforce if they have the key to
access the user’s medical information. However, the personal or sensitive information of users
stored on the storage server is exposed, allowing malicious users to acquire or expose their
original medical information.

*  Special medical equipment

Special medical equipment, such as VR, is responsible for generating medical image infor-
mation for users. Special medical equipment, such as VR, is a trusted component to verify the
integrity of a user’s medical image information and delivers the user’s medical image
information to the server.

* Key generation center

The key generation center is responsible for generating cancer and replication keys and
metadata to verify the integrity of the user’s medical image information. The key-generation
center divides the random number of people acting as private keys into random sizes to create
random double-awareness for use by storage servers and medical teams. The key generation
center then generates a key pair by creating a private key that corresponds to the user’s public
key to be used in the user’s steganodrapy.

3.3 Generate medical information and keys

3.3.1 User medical information generation

The user’s medical information generation process inserts the user’s confidential information into
an encrypted image pixel using the N-1th polynomial as shown in Expression (1) as a precursor to

verify the integrity of the user’s medical image information as a precursor to the clinical workforce
and third parties as part of the verification of the integrity of the user’s medical image information.

s14sx' + - 4 5,0 ' mod s Jif s,n>1
UI(x) = (1)

1 , otherwise
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Where n means the number of times the user’s secret information has been inserted, and s
refers to the size of the user’s secret image.

The pixels of the user’s medical image information with the user’s secret information
inserted create a steganographic image using the reference image pixel p to be
camouflaged in each image and the size s of the user’s secret image information as
shown in expression (2).

S, = p mod s )

The steganographic images produced in Eq. (2) are identified after the differences in each pixel
are calculated as shown in Expression (3) by referring to distributed encrypted images.

S/n =S Pn (3)

The steganography-based secret image >/ s, is restored to zero by superimposing the
identified hidden information s; + s, + *** + s, for the reference pixel p.

3.3.2 Generate encryptionXdecryption key

The encryption and decryption keys used in the user’s medical information are used to verify
the integrity of the user’s medical image information. Here, the private key is generated using
two random numbers x{ and x!, as shown in expression (4).

i ol =0

X = (4)
X il =1

Where 5[i] means the binary value for creating the i-th selected private key (¢, x}).
The random number xf[i] generated by expression (4) depends on the number of lambs
generated by the binary value x?, x}, and the public key is generated to correspond to the
number of lambams Y, x!, as shown in expression (5).

§ 5 :
5 PKj = h(x},;) fo=0
PKj. =h(x,) = 5 s . (5)
PKi = h(x) ifo=1
The reason for generating public keys according to two random numbers xJ, x| as shown in
Eq. (5) is to ensure the integrity of the user’s medical information and to prevent malicious

behavior of third parties, including the medical staff.
3.4 Proxy signature-based protocol

This section divides the user’s medical image information into three stages (initialization
s, etc.) for safe delivery of the user’s medical

ner without their consent to the server.
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3.4.1 Initialization process

The initialization process is the process of creating and communicating personal and public
keys to the server to generate medical image information for the user.

» Step 1: Before transferring medical image information to the server, the user creates a
public key, PK? ' 1> and private key xfm for cancer and replication of medical information,

pairs it in pairs, and encrypts it with secret key K, and sends it to the server.

Transfer Ex (PK;? +1,xf["]) (6)
Where, secret key K means shared key through secure channel between user and server in
advance. At this time, K is calculated as K=r2 by selecting the random number reZy, which is
pre-generated by the server.

* Step 2: The server checks if the secret key K is a pre-shared key and stores the public key
PK? '+, and private key xfm
In this case, the private key is applied to a secure hash function used by the user, such as
expression (7) to expression (8) and the public key is stored on the server to be applied to a
safe hash function used by the medical staff.

on the server to encrypt the user’s medical image information.

Hx,ﬁ["] : {05 l}_)ZN (7)
Hpgs {01} x Zy—Zy (8)

3.4.2 Delegation process

Delegation is a process in which the clinical workforce is delegated signatures to the user’s
clinical image information, consisting of three steps:

* Step 1: The user generates a delegation of information, pa;, which includes information
related to the user’s signing rights or expiration date, as expression (9) for access to the
user’s medical image information.

Generate pa; (i€Z") 9)

»  Step 2: Delegation information generated by the user creates a signature Sig on the delegated

information pa; as expression (10) to verify that the user agrees to access medical image
information. At this time, the signature Sig uses the user’s private key xJ, x}, delegation pa;.

Sig = (~1)"+¢" -H(pa;, K) mod s (10)

: e Il i i formation.
h:" H_Jl:\'—“‘ju AJ @ Springer
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* Step 3: The user encrypts the proxy m; and signature Sig with the private and shared keys,
and the TPA checks the user’s rights and ratings. In addition to the delegation m;, Sig, T,
0 |1

x;, x; are encrypted with the public key PK?Jrl as shown in formula (12).

Transfer Epys (pa;, Sig, K, x?,x}) (11)

(At e

3.4.3 Verification process

The signing process is the process of using the user’s signature information to the server to
verify the integrity of the user’s medical image information.

* Step 1: The server checks the user’s secret information Ul(x) and calculates the stegano-
graphic image ass, = pmod s with the size of the randomly selected secret image
information, s € Zy, with the reference image pixel p.

e Step 2: The server calculates the steganography image as S;, = s, - p, to identify the
difference in each pixel by comparing it with the distributed encrypted image.

» Step 3: Create hidden information s, + s, + - + s, for secret images >/ s, based on
steganography. If the steganography-based secret images do not match, the server asks the
user again to sign on behalf.

4 Evaluation

In this section, when medical services are carried out through state-of-the-art equipment
such as VR, medical teams surveyed 10 major hospitals using VR to process user
medical information. The content of the survey was evaluated by calculating the impor-
tance of the efficiency of medical information and the accuracy of user medical infor-
mation extraction. It also conducted a security assessment that could occur when using
the user’s medical information.

4.1 Performance evaluation
4.1.1 Efficiency in healthcare information management

Figure 3 illustrates the effectiveness of managing user medical image information that
occurs when a medical team processes the user’s medical image information through
advanced medical equipment, such as VR. In order to assess the effectiveness of
managing medical image information for users, the proposed model used the results of
the user’s medical image information collection and investigation analysis through VR,
depending on the position of the medical team and access authority level. As a result of
Fig. 3, the higher the level of clinical workforce and access authority, the more efficient
the user’s management of medical image information, the more efficient the user is to
manage it. These results are due to the fact that clinicians with high levels of access to
clinical workforce have smooth access to user medical image information management
and ease of user care methods and treatment decisions.
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4.1.2 Accuracy of extracting user medical information

Figure 4 shows information extraction accuracy as to whether clinicians can accurately extract
collected image information by collecting user personal information, user health status, and image
information related to the user’s emergency care, which is collected through advanced medical
imaging equipment such as VR. As Fig. 4 showed, on average, the rate at which medical teams
analyze users’ medical image information accurately through medical imaging equipment is
10.4% higher than if not. These results are due to the use of paired contrast matrices to
complement the ambiguity between the information collected through imaging medical equip-
ment in the proposed technique, as well as adding steganography-based video information in
addition to the unique image information. In addition, this is the result of the additional application
of the medical team to the basic medical information of the user as well as the user’s treatment
process and treatment methods for the purpose of image analysis by the medical team using VR.
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Table 3 Comparisons of different remote data integrity schemes

Scheme Data Public Server comp.  Verifier comp. Encryption comp.  Verifier storage
dynamics auditability complexity complexity complexity complexity

[7] No Yes o(1) o(1) o(1) o(1)

[1] Yes No o(l) O(1) O(1) O(1)

[15] Yes Yes O(logn) (logn) (logn) o(1)

Our scheme  Yes Yes O(logn) O(logn) O(logn) O(logn)

4.1.3 Integrity assessment

Six items (Data dynamics, public audibility, Server comp. complexity) as shown in Table 3 to
check the integrity of the proposed model and medical image information of the existing
technique [1, 7, 15]. Verifier comp.complexity, Encryption com.complexity, and Verifier
storage complexity) were compared. As shown in Table 3, the proposed model supported all
items not provided by the existing technique, providing a high performance efficiency for the
medical services of the clinical workforce using VR. In particular, because the proposed model
is inserted so that the user’s secret information is distributed by sampling the user’s secret
information in an encrypted image pixel using the N-1th polynomial, it is not possible to
identify the encrypted images contained in a steganographic image without knowing exactly
how many times the user’s secret image is inserted and the size of the user’s secret image size.
The steganography-based secret image ;' s, is restored to zero by superimposing the hidden
information s; + s, + *** + s, which is identified for the reference pixel p, and thus server
comp.complexity, encryption.complexity, and storage. Additionally, Verifier storage complex-
ity such as O(logn) appears because the proposed model performs a merge treatment of critical
medical information for each user in each layer.

4.2 Security evaluation

Table 4 shows the results of a non-interpreted review of six items: Data Confidence, Data
Integrity, Precision, Free Riding Resistance, Dynamic Operations, and Batch Operation for
different cloud perspective data integrity checks from the proposed model and traditional
techniques [1, 7, 15]. As a result of Table 4, the proposed technique supports all the items
provided in Table 4, because it used access controls that were not provided by the existing

Table 4 Comparisons of security evaluation

Property [7] [15] [1] Our scheme

Data confidentiality
Data integrity
Privacy preservation
Free riding resistance
Dynamic operations
Batch operation

X X £ X X X

22 2. x X >
22222 2

\: provide the corresponding property
A: partially provide the corresponding property
x: not process the corresponding property
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techniques. In addition, the proposed technique provides the user’s medical information
integrity by generating the number of lambs x?, x}, that act as a private key from {0, 1}”
during the process of generating cancer and reinstatement keys used in the user’s medical
information, so that public keys PK;S = h(xf ',1) are created.

5 Conclusion

With the recent Westernization of diet, a variety of high-tech medical devices are being used
depending on the disease of the users receiving medical services. In particular, medical
information protection is required as advanced medical equipment such as VR and AR are
used extensively for medical surgery and medical education. In this paper, the clinical
workforce proposed a steganography-based digital healthcare information service model to
ensure the integrity and confidentiality of user multimedia image information through special
medical equipment such as VR. The proposed model ciphered the user’s signature and
credentials on a steganographic basis to ensure the integrity of user’s multimedia image
information collected through special medical equipment, such as VR, without the user’s
consent. Encrypted digital medical information can be provided in real time by connecting
directly to a hospital server to address problems in existing studies, providing real-time
guidance related to user health and first aid. As a result of the performance evaluation, the
proposed model averaged 13.1% more efficient management of multimedia medical informa-
tion than the existing model, and the user’s accuracy in extracting multimedia medical
information was averaged 10.4% higher than the existing techniques. In a future study,
performance evaluation is planned to be carried out for hospitals planning to utilize VR
according to the size of hospitals and the number of medical staff using the results derived
from this paper.
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